Encrypting a Word Document

(making it password protected, in accordance with FERPA)

Open the document that is to be password protected

Click on the Microsoft Office button and scroll down to “Prepare”:

Scroll to the right and click on “Encrypt Document”:
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When this box appears:
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Prepare the document for distribution
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Properties

View and edit document properties,
such as Title, Author, and Keywords,
Inspect Document

Check the document for hidden
metadata or personal information.
Encrypt Document

Increase the security of the document
by adding encryption.

Restrict Permission

Grant people access while restricting
their ability to edit, copy, and print.
Add a Digital Signature

Ensure the integrity of the document by
adding an invisible digital signature,
Mark as Final

Let readers know the document is final
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Encrypt the contents of this file
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Caution: If you lose or forget the password, it cannot be
recovered. It is advisable to keep a list of passwords and
their corresponding document names in a safe place.

{Remember that passwords are case-sensitive.)

Prepare the document for distribution

. Properties
9= view and edit document praperties,
such as Title, Author, and Keywords,
I~ Inspect Document
é[‘l Check the document for hidden
metadata or personal infarmation.
(=) Encrypt Document
Bl Increase the security of the document
by adding encryption.
&y Restrict Permission
Grant pecple access while restricting
their ability to edit, copy, and print.
%, Adda Digital Signature
g Ensure the integrity of the document by
adding an invisible digital signature.

Type in a password and click “OK”. This box will reappear for you to confirm the password you typed in.
The document is now “encrypted” and can only be opened by someone that has the password. You can
now send this document as an attachment. Use a password that is verbally shared with your group—do
not put the password in the email!



